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from Company Management
to
Security and IT Management

down to

ICT Technology Infrastructure
and

® ICT Risk and Compliance tools
and

back to Managemen

[a )
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What to remember?

ICT Risk and ICT Compliance process

needs

Visibility

Accountability

Multi-platform-ability

Centralization

Automation

to be successful
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Company Management

OPPORTUNITIES and RISKS MANAGEMENT
Financial and Cash-Flow Management
Quality and Environmental Management
Business Continuity Management

® Information Security Management
® Information Risk Management
@ Identify Risks (vulnerabilities&Threats)
Implement Countermeasures

Monitor their functionality

® Compliance Management
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What Is long time mainstream in ICT Security?
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Threat Management

Threat A ESM/ SIM solutions

Incident A Network monitoring and mng.
: Handling A Computer Forrensic Tools /
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Why Thereat Management is not enough?
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How to integrate Vuln.&Threat Management?

ESM/SIM On-line Risk Analysis - Attack without VM info

> | .
APACHE Webserver DS - - N
TG
v

Attack
WINDOWS SYSTEM
only FTP Server no
other Port open

False positive ! Priority > 6

CERT is very busy to gather
information about the attack and
investigates unnecessarily
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How to integrate Vuln.&Threat Management?

ESM/SIM On-line Risk Analysis - Attack with VM info
N

% = z
APACHE Webserver DS -
Attack ;-E*E—mﬁ__
l WINDOWS SYSTEM

only FTP Server no
other Port open

True negative ! Priority <3

N CERT does not have to
@ Vulnerability / investigate so much.
information

QUALYS connector h Now there is more time to find

true positives
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QG Vulnerability Management Module

he QualysGuard®

| T Security + Compliance Suite
VM PC pel was mAL

Globally Deployable,
Scalable Security Risk &
Vulnerability Management
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QualysGuard Vulnerability Management

VM process Lifecycle workflow

@ Policy Compliance

fv i QUALYSGUARD a

Prin | [ Oovalesd ), [0 Quick Wl
VULNERABILITY MasterCard SDP Compliance Report 1210612004

MANAGEMENT e e A B

used ration network infrastructure in
nmm\umsu??rwm The report takes inlo consideration e securnty w:now’nmmmuumms«uw

The scan was siared on December 12, 2004 ot 00:24:02 GMT and took 00:14:21 10 compiete, The scan was run against the folowin (P
addresses.

1P Addresses.

101.123.0.1 - 101.123.0.125 150.1.10.1 - 150.1.10.125 2012.101.1- 2012.101.125
101.123.0.130 - 101.123.0.140 15012013 2201230130

wnnmi 1011231088 182.101.1.1 220,123.0.200 - 220.123.0.240
1011

23228 182.101.228
101123123123 101.123.923.240  162.123.123.123 - 182.123.123.240

Advanced Settings
Scanned TCP Ports: ‘Standard Scan MDM‘CPM Standard Scan
Scanned UDP Ports Standard Scan UDP Ports: sumusm
Scan Dead Hosts: on lcuv

Load Balancer Detection:  Of

= Password Brute Forcing:  Standard (up 10 60 per login 10)
y = Windows Authentication;  Enable
Adthentiaton: &
© Discovery T
| |

Asset Prioritization e g st o B RS

BT s |
Assessment & Analysis; Lo P Ackiressn Scamos sy

SOP Compliance Status

101.123.0.1
A i 10112302
6 Remediation mimos

101.123.05
101.123.06

é Verification mmas
Q Policy Compliance
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QG Vulnerability Management Module

User Interface i Vulnerability Knowledge Base

@UALYSGUARD‘ENTERPRISE SUITE

Mew~  Search  Wiew- Setup- Help-

& & B & Marek Skalicky (guays-rmsT) | Log Out

Navigation Vulnerahilities
() Dashboarg (1) (<) [21- 40 of 6942 OO
1) AT A TR =
= wap © 0111138 gpc e Path Col B
Q 5 Disclosure
Lan _ Movell Metare General
@ Sehedule (£ [ 38270 BTCPCOM CPU Hog remote vy 3
ABERD vulnerahility SEMices
I Repart ) . ) General
al @ [ sarer SO Certiieats remote " mEmP:
@ Exceptions H SRMVICES
CWE-2008-09749,
* Remediation CWE-2009-0935 ’7
7] CWE-2008-0972,
== AssetSearch CVE-2008-0077,
. . CWE-20058-0992
I iskanatysic CVE-2000-0984,
Tools _ Cracle April 2008 CWE-20058-0980,
(1 |:|| 18463  Security Update o Datahase SRR |2 CWE-2008-0975, CPUAPRZO04
Asset Groups hultiple Yulnerabilities CWE-2008-0978,
Report Templates = CVE—EDDQ—QBE =
RS
Llzer Accounts
Search Lists Oracle April 2009 Security Update Multiple Yulnerabilities
Qption Profiles _ _ _ _ o
Host Asgets Title:  Cracle April 2009 Security Update Multiple Yulnerahilities
o N Severity Leye|, |EEEEEE 4
amain Assets
o Yulnerahility Type:  Paotential Vulnerability
Web Applications Authentication:  Unix Recammended @
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QG Vulnerability Management Module

User Interface i Vulnerability Description

File= Wiew~- Help~

General Information

Title:  Cracle April 2009 Security Ulpdate Multiple Vulnerahilities
Severity Leye|; |SEEEEE 4
wulnerability Type:  Potential Wulnerability
Authentication:  Unix Recaommended &
MACHAM. Mo
Edited: Mo

Cwgner: -

Created: -

mModified By: -
Modified: 041752009 at 01:36:15 (GMT+0200)

} Details
} Software

» Threat
w Impact

Aremote attacker could affect the canfidentiality and integrity of data on the target system.

Workaround:
Until the Critical Patch Update (CPU) fixes are applied, network protocols required to launch the attacks should be restricted to reduce the possibility of successful attacks. For attacks
requiring access to cerain packanes, restriction of privileges can help reduce the chances of an attack.

Impact of workaround:
The above approaches can hreak certain application functionality. These warkarounds should not be used as long-term solutions.

Oracle recammends that customers upgrade to the latest supported version of Oracle products in arder to obtain the patches. Read Oracle Critical Patch Update Advisory - April 2009
far futher information ahout the products affected and issues addressed.
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QG Vulnerability Management Module

Vulnerability extension with Exploitability and Malware code

Exploitability — [Fessssaiis —oT

ﬁ https: //prod-nh.qa. qualys.com/fo/repart/view_report.php?id=322751

A Metasploit

File= View= Help~=

A EXpIOltDB Hosts Matching Filters: T :I

Summary of Vulnerabilities

A Core Securlty Total: BE1T Security Risk (4vg): ..... 5.0 Business Risk:l I- B4/100 J
Detailed Results

A Immunity

w Vulnerabilities F[E
> BEEEN 5 Vulnerabilities in Windows Could Allow Elevation of Privilege (MS09-012) (234)

Malware code

Category: Windows
L CVEID: CVE-2008-1438 CVE-2003-0078
A Trend M ICrO DB CVE-2008-0079 CVE-2009-0080
Vendor Reference MS0%-012
. Bugtrag 1D: -
A a d d I n g rr Service M_o-dlﬂed: 073042009
User Modified: -
Edited: No
EXPLOITABILITY:

Solution e comsepuy

Reference: CVE-2008-1436
Description:  Microsoft Windows Token Kidnapping Local Privilege Ezcalation Exploit (MS08-012) - Core Security Category : Exploits/L

A Patch

< KB the Expiit0B
A Vl rtu al P atc h Reference:  CVE-2005-2871
Mozilla Browzers 0xAD (HOST:) Remete Heap Buffer Owverrun Exploit (v2) - The Exploit-0B Ref: 1224

Dezcription:
Link:  hitpdfwww exploit-db. comiexploisi 224

A Workaround P 10.10.24 168 (- ISAZKE-24-168 New [de~]
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QualysGuard Vulnerability Management

Risk Management

-

PPSA

A Security Risk =

A Average security score calculated by:

Location: Red Server Room, Baltimore, US4,
Function: Pre-Production Stage

comments: Fublicly Available, ACL set on source IP addresses

Division: Operations

Business Impact: High

A Vulnerability Severity Levels

by Status

A Number of Confirmed/Potential
Vulnerabilities per scope of report

Re-Cpened

Total

A Business Risk

A security score related to business
criticality of processes / systems:

A Combines Security Risk per Host and
Business Impact value per Host ;

A Helps prioritize vulnerabilities among -
your hosts in remediation process

by Severity

Business Risk Setup

—Business Risk

The husiness impact titles and business risk values for calculating husiness risk in repars.
Business Impact

Title: |Criti|:al | |High | |Medium | |Min0r | |L|:|w |
¥ 5 100 CE |36 | 16 NE |
P | 38 18 e | 14 |
53 BiL e | 14 | 2 |
w2 16 NE | [4 | 2 N |

N e B N N |

[ Save ] [Restore Defaults] [ Cancel ]

| [ [ ]| ILIRTE IVHLCTUS UL WYITTaUwWs Y UITTETEONILE S [raug-u ) )
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QualysGuard VM 6.11 new update

Remediation Patch report with superseded information

Patch Summary

Total patches to apply: 24 Vulnerabilities addressed: 60

Patch Summary

security Risk (avg): W o

Fatch Number of hosts Vulnerabilities Average security

Addressed risk of
vulnerabilities

M S0 =20 12 24 E

MSOE-xxx 1 2] 2.5

MSOE-xxx 4 4 5.0

M506-xxX b 15 Detailed Results

MS0E-3%x 8 &

Total 24 B0

> 10.10.10.22 (win2003-srv-o.vuln.ga.qualys.com, WIN203-SRV-0)

Patches to apply: 5 Vulnerabilities addressed: 14

o)
@DEMAND SECURITY

Patch (QID)

QIDs superseded

Average security
risk of
vulnerahilities

M509-xxx {3234)

M506-xxx (3871,

M507-xxx (10345),

4.0

MSOBE-xxx (J098) - 2.0
MES0G-xxx (2222) MS05-xxx(2344), 3.5
M505-xxx(1239),
MS0d-xxx(3434)
MSOGE-xxx (53432) MSO5-xxnl4545), 4.7
M505-xxx (3333),
M50G-xxx (434),
M505-xxx (BBET)
MSOG-xxx (2525) - 4.0
Total 9 3.9

16

COMPANY CONFIDENTIAL

@ QUALYS'



QG Policy Compliance Module

he QualysGuard®

| T Security + Compliance Suite
VM PpC pcl wa WAL

Agent-less Solution to Define
Policies, Collect IT Compliance
Data & Manage Exceptions
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QualysGuard Policy Compliance Module

Introduction
Government @ Industry @ Company
Regulations Regulations Security Polices Regulations &
T National i PCI-DSS I Global Company Corporate
Legislation i BASEL Il Security Policy Objectives
i International . T Internal Security
Legislation I SOX Standards
COBITJ&.O/4.1 (3\8 NIST-SK800-53 @ \/
‘ N pVa \ ol
Objectives based
on Frameworks
& Standards
— _/
~
ISO 17799/27001
Non-technological ICT-technoIogicgl Process Controls
- : Set of relevant
i Physical Security i OS Configuration I Change Mgmt IT Controls &
Controls Controls Controls Specific Polices
i Personal Security i Application Access i HR Recruit
Controls Controls Controls
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QualysGuard Policy Compliance

Policy Compliance process lifecycle workflow

ALtions: &mw|

@uawvsGuaro ExeRPrist Povwoscn

Decembir 14, 2007

Control Pass/Fail Report
Amir Dagba Quahs Crunlnd; 1201 RZ007 3 17,4500 {GNT-GRON)
qeays_adl | 800 Bridge Parkay
Micikgi Radwand City, Caioinia DUDES
Unilid Stales of Amarica
Sumimary
Polky 15 WINDOWE-HF Poliey InComplianze 0
Comlrot Farsgwards shall have a minimum lengi ot in Complance J100°%)
ompany sec. A3l Gt Rewooa iy Display Resuts Bet
pollcy L 3 ey By IF Addngss
structure b ot _____ S
o o g Ciy 33 IMEact 1] I A Qe Folanlial
Create/Manage Create Policies Based ¢ s & Ohision . Targat Distiuson Hin
. . Dot 1] F . Ganfl R i ]
Exceptions Compliance Needs " | i e D

Hoaillabilfy Roquiramiont Kot Dedinnd

Rasuits
y 16 Passwiniids shall hv & minimiam length .

hv‘ [ PAddiss  Tracking DNS Hatinar NEBIOE Hasthiri Pagefal | Exepion

v P a00010180 R w3 wabnsk1 vuln g qualys.com ] Faled | Covate

\ / [ ATATALY g1 WP Fiiled Cbdth

% . 11019 @ w7 Wkl 1 Al QA QUANS LOm WRLP-7 Failed Craaty
Compliance Ign Policy TO = gy Tracking D Hoviame NeBG Hodame  Passfad | Eaepann

: \ Relevant Assets
Policy Reports

TR Pk el elidaedy arg nol erkoread by the syitem's lchnical confguration, it ks unlialy thal such standands: shall b et
fho intagar valu X shaws tha minkmum numbsr of chasactors reguined in thi password

Expatied Ahual

fréiter than or dudl 4 § ]

Compliance Scan
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QualysGuard Policy Compliance

Compliance Categories, Frameworks and Technologies

Technologies

i Win 2000, XP, Vista Desktop,
Win 2000, 2003,2008 Server,
RedHat Enterprise Linux 3,4,5

Compliance Categories

Security Management
Authentication

Access Control AlIX 5, HPUX, Solaris 9,10,
Services | Oracle 91,109,119, Ms SQL,...
Network Security H | Frameworks

Antivirus/Malware i CIS, COBIT 4.0/4.1,
Integrity/Availability ISO 17799 / 27002:2005,
Application Control NIST SP800-53, ITIL 2,3

Encryption Compliance Regulations

i PCI-DSS, HIPAA, FFIEC,
SoX 440 via Cobit mapping
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QualysGuard Policy Compliance

Control anatomy and categorization

Technical Control Information
File~ View~ MHelp~

i e et o B Beadiasums Al A
| General Information

Statement: Passwords shall have a minimum length

Search

CiD: 1071 _
Category: Authentication cIb: I
Sub-Category: Passwords - Text: |
Modified: NIA
N——— Technologies: | = 4 |-
Windows XP daskiop I minimum password standards are not enforced by the systam” r HPUX11.iv1
configuration, it is uniikely that such standards shall be met, ™ HPUX11.v2
Windows 2003 Server  If minimum password standards are not enforced by the system’ I™ Linux Red Hat Enterprise 314 -
configuration, itis unlikely that such standards shall be met. Frameworks- .
Solars 8  If minimMum password standards are not enforced by the system’ ™ cis- Ay, 1.0.1: 2005
eonfiguration, it is unlikaly that such standarnds shall ha mat [T cIs-HPUX Y. 1.4.1: 2007 i
AIXSx  If minimum password standards are not enforced by the system’y ™ cis- Oracle 9i,10g v. 2.0: 2006 o |
configuration, it is uniikely that such standards shall be met. ‘T [ _'|—1
Framewark ID: |
COBIT 4.0-2008 ’ DS5.3
glf"m Insblute Banpk: DS11.1 o AI25
Identity Management
ISO 17799 06/2005 § A.9.3.1 Category.  [All

KIREN

Sub Categony: |AII

= References: |

Controls Classification

Comments: |
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QualysGuard Policy Compliance

User Defined Controls for Windows

A CO n t r O I ty p eS : ) New Control - Mozilla Firefox

I@l https:{prod.qa.qualys.com|Fofcontrols/contral_wizard. php

Reg |Stry Key New Control

[ ‘Windows Control Types | Unix Contral Types ]

Reg istry Val u e Identify the type of contral you want to create and click the Get Started button to startthe creation process.

Registry Key Existence

This control type checks for the existence of a user-specified Windows registry key.

Registry Value Content -
Registry ACL ot e e s r o e o s o e

File Existence

File Permissions

Registry Value Content Check

This control type checks the cantent of a Windows registry keyvalue.

> > v D> > P

A Supported platforms: | i e

A Windows XP er——
A Windows 2000 pp—
A Windows 2003
A Windows 2008 *New
A Windows Vista *New

A Windows 7 *New

0O 22 .
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QualysGuard Policy Compliance

User Defined Controls for UNIX / LINUX

A CO n t r O I ty p eS : &) New Control - Mozilla Firefox

FI I e C 0 nt e nt * P owe I‘f u I ‘@I https:/fprod.qga.qualys.comfo/controls/control_wizard,php# f? |

. o MewCool
File Permissions

[Windows Control Types | Lnix Control Types ]
File Existence

|dentify the type of cantral you want to create and click the Get Started hutton to startthe creation process.

S u p p (@) rt ed p I atfo rms: File Directory Existence

> 3 nn

This cantrol type checks farthe existence of 3 user-specified file or directory.

AIX 5.X, 6.X
HPUX 11.iv1, iv2, iv3 e Dtecory Perssion

Solaris 8/9/10 This contral type checks permissions that are set on a user-specified le or directary.

Oracle Enterprise Linux 4/5
Linux: RedHat 3/4/5 File Content Check

Linux: SUSE 9/10/11 This conirol e checks the contents ofa user-specifed fle.

Get Started c

CentOS 4.x/5.x
Debian GNU/Linux 5.x
Mac OS X 10.x
Ubuntu 8.x/9.x

https: /{prod.qa.qualys.com|Fofcontrols/control_wizard, phpst prod.ga. qualys.com |}
VMWare ESX 3.x/4.x

0O 23 .
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QualysGuard

Management Reporting

o)
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F
@UALYSGUARD' ENTERPRISE %Dwn SECURITY
Mew- Search View- Sawp- Help- Johne Doe (jdoa_un) | Log Out
| QualysGuard Dashboard
@ Diashboard Vulnerabilities by Severity Level | Vulnerabilities by Status
7
‘-}' Map wo
(ﬂ Scan wl f
ol
(51] scneduie =1~
= | .}
allf Revor i ol
+ Remediation P ol | drewiny et
g : =l :1(-0 Sarvarity 1 o0
o &4 Berswily I  oT
E Assot Search ol ‘ B 73 Semays «0 o ; '
) . | W ¥ Servesityd  ad Severing Lewel [F——
5@ Risk Anzlysis... ‘:. B 10 Sereiys w4 W 160 Sereeriyt «0 [ T3 SBarvetity3 10 [ 10 Serweely 5 o4 W Adtive o [l Active 20 [l Mew a5
1 5 4 3 3 [ 91 Teul #34 B &4 Serweeiyd «7 W 31 Satveiityd 4 B Feosd z W Fised 2]
| Toots | AL o -
Assat Groups :
Usar unts :'I'op 10 Tickets . | :ﬂl.lll'y'l Top 10 Vulnorabilites |
ution Profl | Ticket # | H 1P Add |DueDate | Gwner | |a  |H |
on rrefles ® 00023 fidgeqaqualyscom 1010101 121132004 Charlie Patton (quays_cph © 124895  Micrasaf Phone Bock Service Buffer Qverfiow Vudnarability
Scanner Appliances @ 10101 Fidgeqaqualyscom 1010101 12132008 Charie Pation (quays_cp) ) 254780 Microsah Windock Weak Mulex Permission Vilnerabikty
Host Assels @ 0015 Fidge.qa.qualys.com 10.10.10.1 1242004 Charlie Patton (quays_cp) @ 431289  Microsoft NTLMSSP Code Execution Vulnerability 1]
Domaln Assets @ 00234  Feezerqagualyscom  10.10.10.2 12152008 Wilie Brown (quays_wt) @ 457890  Microsalt WebDiAN Senvice Provider Scripts Levy Vulnerabiity B
Remediation Policy @ 00028  iesboxgaqualysesm 10101023 121152004  Son Houte (quays_sh) () 053422 ‘ResatBrowser Frame’ and HestAnnsunsesmant Frame”

o @ 00103 icebowga.qualys.com 101001023 120152004 Son House {quays_sh) @ 725303  Microsoft Multiple LPG and LPG Porls Vulnevatdites [I3]
Autrantication O 00022 Feezergagualyscom  10.10.10.2 12162004 Wilie Brown (quays_wh) @ 223495 Remote Regisiry Access Authentication Vulnerability B
Business Units O 00200  dairy.ga qualys com 1010154 121162004 Robarl Jahnsan (quays_ijh (O 25734 Microsoll Recyels Bin Creation Vulnerabiity
irtual Hosts D 00212 Fidge.ga.qualys.com 10.10.10.1 12M@2004  Charlie Patton (quays_cp) @ 552344 Microsolt RDISK Registry Enumeration Vulnerabilty 1]
KnowledgeBase O 00010 icebowga.quatyscom 10101023 12202004 Son House (quays_sh) O 345809  Microsoft Malfeerned RTF Conired Word Vulnerability

) @ - Indicates an overdue tickat [Dmore.. @ - Indicales an expasune n your ndbwark
Activity Log _ —
Most Vulnerable Hosts
DNS He | NetBIOS Host | IP Address Asset Group | Last 82an Date Business Impact| Security Risk | Business Risk|
Iridige.qa.qualys_com ABC-Comp-lxcal 10.10.10.1 Winoows NT Machines, Marketing 071 52004 High 5 64
erimparga qualys coen BCD-Camp-ketal 10.10.10.2 Whdracs NT Machines, Marketing 0711 5/2004 High 4 36

24
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QualysGuard Security and Compliance Suite

The QualysGuard®

I'T Security + Compliance Suite
VM PC pcl WA WAL

@UALYSGUARD‘

SECURITY & COMPLIANCE SUITE QualysGuard Vulnerability Management

Globally Deployable, Scalable Security Risk and
Vulnerability Management

QualysGuard Policy Compliance
Define, Audit, and Document IT Security Compliance

QualysGuard PCI Compliance

Automated PCl Compliance Validation for Merchants and
Acquiring Institutions

QualysGuard Web Application Scanning

Automated Web Application Security Assessment and
Reporting that Scales with Your Business

QualysGuard Malware Detection
Free Malware Detection Service for Web Sites
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Qualys at a Glance

Company introduction

A Founded In 1999 with a Software as a Service (SaaS) model

VM - IS Vulnerability Management and Risk Management € since
PCI - PCI DSS Compliance auditing and certification € since
PC - Policy Compliance Management (CIS, 1SO27001, CobIT, NIST) € since
WAS i Web Application Scanning Module for authenticated scanning € since
MAL - Malware Detection Module for WEB applications € since
GO Secure i Security Seal Service for WEB applications € since

A Locations & Employees

250 people (130 in R&D and Operations)
HQ and Development in US - California;
Sale and Support in: US, UK, France, Germany, Benelux, Japan, China, UAE

A Subscrlber Base

+5000 active subscribers in 90 countries (America 65%, EMEA 30%, Asia 5%)
+7000 Scanner Appliances implemented for internal LAN scanning

+200 million scans in 2009, +500 million scans in 2010

45% Fortune 100, 29% Fortune 1000 and 16% Global Forbes Global 2000

A Global Strategic Partnerships

Cisco, Oracle, Microsoft, IBM, HP, Symantec, VeriSign, SecureWorks, Sawvis, Verizon Business,

Security Consulting Organizations: Deloitte, PWC, E&Y, KPMG, Accenture, Tata, Telus, é .

N DNDYOD DN DN DN N

o)
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QualysGuard scanning progress

Number of vulnerability and compliance scans per quarter

35000000
Qualys reached +200 millions scans in 2009

30000000
And +500 millions scans in 2010

25000000

20000000

15000000

10000000

5000000
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Position on Vulnerability Scanning Market

Frost & Sullivan 2010 Market Share

Qualys
17.7%
Others
21.2%
Secuniai‘
35% IBM ISS
: 16.0%
Tenable
46%

=

Gartner.

Hi ghest possibl e

Largest market share 2010

ratin

Hi ghest possible ratilng o
=1[DC
Ana rn'1h1‘ Futuirg
AThe | eading Vulnerabil|lity
2009
—F ROST €& SULLIVAN —
A Mar ket Share Leadler shi

_umension
4.6%
eEye | 14.3%
49% Core Secunty nCircle
6.3% 6.9%
o
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QualysGuard Adoption
Page 1 of 2

by Industry Verticals

/Financial Services\ / Chemical \

/ Insurance \ /Financial Services\
N Eh
% é EJ he Options Clearing Corporation I NG s € citizens Bank shell Chemical
— . A . . ot your typical bank® e micals
CiGNA SwissLife ManFinancial N € COLONIAL BANK. MeT
GenRe. 7 Norvestern Murual 9 BASF
I MassMutual harles - X & AVERY _ '
m .............. charles SCHWAB  fairlsacc. DENNISON
> % The Royal Bank
e oo eHERCULES )
wﬁ ﬁ (38" PACIFICLIFE W Washington Mutual
e A
/ k / @ndard Chartered 'Q m.ﬁ.sy k *MC /

o

\ / Technology \ / Consulting \

/Portals/lnternet \ / Retail
WILLIAMS-SONOMA _
MmMSNY webMethods. T - -Mobile- SINPTATY  accenture
bbb e L ~ SYBASE PRICEWATERHOUSE(COPERS
ORACLE ArC Ell ERNST & YOUNG -
Quality in Everything We Do I Ie‘vItt

Legendary Reliability”

@.Expedla.oomw d) Y-
hﬂt&lﬂ;ﬁ;g!l@“ JgriSing 2% Agilent Technologies
& RGreess AN & Admmstaff
KANBAY®

Google R ) S

InfoSpace’::- [ TFFANY & CO WI% ’ .
pesinf v Dedk
AN -

K Lﬁﬁ@ﬁgle?ej k NORDSTROM/ w ................
@ QUALYS'
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