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Agenda

from Company Management 

to

Security and IT Management 

down to 

ICT Technology  Infrastructure

and

ICT Risk and Compliance tools 

and 

back to Management  again é.. 



What to remember?

ICT  Risk  and  ICT Compliance process 

needs

- Visibility

- Accountability

- Multi-platform-ability

- Centralization

- Automation

to be successful 



Company Management

OPPORTUNITIES  and  RISKS MANAGEMENT

Financial and Cash-Flow Management

Quality and Environmental Management 

Business Continuity Management

Information Security Management 

Information Risk Management

Identify Risks (Vulnerabilities&Threats)

Implement Countermeasures

Monitor their functionality

Compliance Management

Define Policy and Audit



Information Security Management é

Information 

Risks

Efficient 

Counter-

measures

Company 

Resources 

& Priorities

Regulatory 

Compliance 

Requirements 

é should be about establishing BALANCE between following factors é

é over heterogeneous IS infrastructure with reasonable effort.

Asset Value

Vulnerability

Threat



What is long time mainstream in ICT Security?

Åé asset protection against THREATS !

Prevention 

against 

Threats

ÁFirewalls, NAC / NAM

ÁIntrusion Prevention Systems  

ÁApplication Proxies

Detection 

of 

Threats

Threat

Incident 

Handling

ÁAntivir / AntiSpyware checks 

ÁIntrusion Detection Systems

ÁLog Management & Analysis

ÁESM / SIM solutions

ÁNetwork monitoring and mng.

ÁComputer Forrensic Tools
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Why Thereat Management is not enough?

Everybody likes to act against threats é

é does not hurt, does not change configuration of assets é

Nice

&

FANCY

Strategic

&

FUNNY

Missing 

part of 

the RISK

Can still 

bring us >

Unexpected

TROUBLES

INCIDENTS

LOSSES !!!

Asset Value

Vulnerability

Threat



IDS

How to integrate Vuln.&Threat Management?

WINDOWS SYSTEM 

only FTP Server no 

other Port open

APACHE Webserver 

Attack

High 

severity

attack

False positive ! Priority > 6

CERT is very busy to gather 

information about the attack and 

investigates unnecessarily

ESM/SIM On-line Risk Analysis - Attack without VM info

SIEM



IDS

How to integrate Vuln.&Threat Management?

WINDOWS SYSTEM 

only FTP Server no 

other Port open

APACHE Webserver 

Attack

Low 

severity

attack

True negative ! Priority < 3

CERT does not have to 

investigate so much.

Now there is more time to find

true positives

ESM/SIM On-line Risk Analysis - Attack with VM info

Vulnerability

information 

connector

SIEM



QG Vulnerability Management Module



QualysGuard Vulnerability Management 
VM process Lifecycle workflow

Discovery1 Asset Prioritization2 Assessment & Analysis3 Remediation4 Verification5 Policy Compliance6



QG Vulnerability Management Module
User Interface ïVulnerability Knowledge Base 



QG Vulnerability Management Module
User Interface ïVulnerability Description 



Exploitability

ÁMetasploit

ÁExploitDB

ÁCore Security

Á Immunity

Malware code

ÁTrend Micro DB

Áadding moreé

Solution

ÁPatch

ÁVirtual Patch

ÁWorkaround

1

4

QG Vulnerability Management Module
Vulnerability extension with Exploitability and Malware code



QualysGuard Vulnerability Management 
Risk Management 

Å Security Risk

ÁAverage security score calculated by:

ÁVulnerability Severity Levels

ÁNumber of Confirmed/Potential 

Vulnerabilities per scope of report

Å Business Risk

Ásecurity score related to business 

criticality of processes / systems:

ÁCombines Security Risk per Host and 

Business Impact value per Host

ÁHelps prioritize vulnerabilities among 

your hosts in remediation process



C O M P A N Y  C O N F I D E N T I A L
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QualysGuard VM 6.11 new update
Remediation Patch report with superseded information



QG Policy Compliance Module



QualysGuard Policy Compliance Module 
Introduction

Government 

Regulations

ïNational 

Legislation

ïInternational 

Legislation

Industry

Regulations

ïPCI-DSS

ïBASEL II

ïSOX

Company

Security Polices

ïGlobal Company 

Security Policy

ïInternal Security 

Standards

Regulations & 

Corporate 

Objectives

COBIT 4.0/4.1 CIS NIST-SP800-53

ISO 17799/27001

Control 

Objectives based 

on Frameworks 

& Standards

Non-technological

ïPhysical Security 

Controls

ïPersonal Security 

Controls

ICT-technological

ïOS Configuration 

Controls

ïApplication Access 

Controls

Process Controls

ïChange Mgmt 

Controls

ïHR Recruit 

Controls

Set of relevant  

IT Controls & 

Specific Polices



QualysGuard Policy Compliance
Policy Compliance process lifecycle workflow

External & Int. company Security Policies

Map to QG Compliance Controls Catalogue

OS and Application Security Standards

Create Policies Based on 

Compliance Needs

Assign Policy To 

Relevant Assets

Create 

Compliance 

Policy Reports

Compliance Scan

Create/Manage 

Exceptions

Company sec. 

policy 

structure



QualysGuard Policy Compliance 
Compliance Categories, Frameworks and Technologies

Compliance Categories

ïSecurity Management

ïAuthentication

ïAccess Control

ïServices

ïNetwork Security

ïAntivirus/Malware

ïIntegrity/Availability

ïApplication Control

ïEncryption

Technologies

ïWin 2000, XP, Vista Desktop, 

Win 2000, 2003,2008 Server, 

RedHat Enterprise Linux 3,4,5 

AIX 5, HPUX, Solaris 9,10,    

Oracle 9i,10g,11g, Ms SQL,... 

Frameworks
ïCIS, COBIT 4.0/4.1, 

ISO 17799 / 27002:2005, 

NIST SP800-53, ITIL 2,3

Compliance Regulations

ïPCI-DSS, HIPAA, FFIEC,   

SoX 440 via Cobit mapping



QualysGuard Policy Compliance 
Control anatomy and categorization



QualysGuard Policy Compliance 
User Defined Controls for Windows

ÅControl types:

ÁRegistry Key

ÁRegistry Value

ÁRegistry Value Content

ÁRegistry ACL

Á File Existence

Á File Permissions

ÅSupported platforms:

ÁWindows XP

ÁWindows 2000

ÁWindows 2003

ÁWindows 2008 *New

ÁWindows Vista *New

ÁWindows 7 *New

C O N F I D E N T IA L
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QualysGuard Policy Compliance
User Defined Controls for UNIX / LINUX

ÅControl types:
Á File Content *Powerful

Á File Permissions

Á File Existence 

ÅSupported platforms:
Á AIX 5.x, 6.x

Á HPUX 11.iv1, iv2, iv3

Á Solaris 8/9/10

Á Oracle Enterprise Linux 4/5

Á Linux: RedHat 3/4/5

Á Linux: SUSE 9/10/11

Á CentOS 4.x/5.x

Á Debian GNU/Linux 5.x

Á Mac OS X 10.x

Á Ubuntu 8.x/9.x

Á VMWare ESX 3.x/4.x

C O N F I D E N T IA L
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QualysGuard 
Management Reporting



QualysGuard Security and Compliance Suite 
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Qualys at a Glance
Company introduction

ÁFounded in 1999 with a Software as a Service (SaaS) model
ï VM - IS Vulnerability Management and Risk Management  é since 2001

ï PCI - PCI DSS Compliance auditing and certification é since 2006

ï PC - Policy Compliance Management (CIS, ISO27001, CobIT, NIST) é since 2008

ï WAS ïWeb Application Scanning Module for authenticated scanning é since 2009

ï MAL - Malware  Detection Module  for WEB applications é since 2010

ï GO Secure ïSecurity Seal Service for WEB applications é since 2010

ÁLocations & Employees
ï 250 people (130 in R&D and Operations)

ï HQ and Development in US - California; 

ï Sale and Support in: US, UK, France, Germany, Benelux, Japan, China, UAE

ÁSubscriber Base
ï +5000 active subscribers in 90 countries (America 65%, EMEA 30%, Asia 5%)

ï +7000 Scanner Appliances implemented for internal LAN scanning

ï +200 million scans in 2009, +500 million scans in 2010

ï 45% Fortune 100, 29% Fortune 1000 and 16% Global Forbes Global 2000

ÁGlobal Strategic Partnerships
ï Cisco, Oracle, Microsoft, IBM, HP, Symantec, VeriSign, SecureWorks, Savvis, Verizon Business,  

ï Security Consulting Organizations: Deloitte, PWC, E&Y, KPMG,  Accenture, Tata, Telus, é.



QualysGuard scanning progress
Number of vulnerability and compliance scans per quarter

Qualys reached +200 millions scans in 2009

And +500 millions scans in 2010



Position on Vulnerability Scanning Market

Frost & Sullivan 2010 Market Share

2

8

Highest possible rating of ñStrong Positiveò

Largest market share 2010

Highest possible rating of ñLeaderò 2010

ñThe leading Vulnerability Scanning vendorò 

2009

ñMarket Share Leadership 2010ò
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QualysGuard Adoption
by Industry Verticals                                                  Page 1 of 2 

Financial Services ChemicalInsurance

Portals/Internet Retail Technology Consulting

Financial Services


