
Consumerization of IT

Keeping Security while saying ĂYesò to users
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ITôs Challenge with Consumer Technology at Work
Web 2.0, Apps 2.0, Mobility 2.0éEnterprise 2.0

IT

HR

Finance

Sales

IT

Threats Are 60,000 

New Pieces of

Malware/day

Average Cost of

Lost laptop: $25-50K

80% of IT Users 

Concerned about 

Device Data LossNew Zeus 

Malware Targets 

mobile phones via SMS

March 1, 2011
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Customer                  

Facing Apps

Enterprise and 

LOB Apps

Basic 

Services

Web and

Social Media

Required:

ÅData Protection

ÅCompliance

ÅAuthentication

ÅSecurity Policy Management

ÅSelf-Service Provisioning

ÅEnterprise App Management

Mobile Devices
Exploding Devices and Applications
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The Right Life Cycle for Mobile Device Management

ePO

Provisioning 

Self-service provisioning sets security 

policies, configures network connectivity, 

automatically personalizes devices for 

users by configuring email  and other 

applications.

Policy

Management

Compliance

IT Operations

Support

Application

Management
Provisioning 

Security &

AuthenticationePO

Security & Authentication

Each device is issued a

unique digital certificate

to strongly authenticate it                        

to the enterprise network.

Policy Management

Security policies and configuration 

updates are pushed in real-time to 

the device over-the-air, including 

selective and remote wipe, if the 

device is lost or stolen.

Compliance

Devices are automatically checked 

prior to network access to ensure 

that only authorized, managed, 

and secured devices access 

enterprise applications                      

and services.

IT Operations Support

Manage policies and devices and 

get reports through their web 

browsers. Consoles access is         

role based leveraging, directory 

authentication and groups.

Application Management Enterprise 

Make applications available in a secure, role-

based way. Offer software for download, links 

to third-party app stores, and web links. This is 

accomplished via the Enterprise App store.

March 9, 20117
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Mobile Devices
McAfee WaveSecure  Lets Your Users Control Their Devices

Lock Your Phone 
Remotely to Prevent 

Unauthorized Access

Track your Phoneôs 
Location and SIM 

Changes in the Phone 

Remotely Wipe 
Your Phone Data and 

Memory Card

Backup and Restore the 
Data on Your Phone

March 1, 2011
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User Laptops and Desktops
McAfee NAC: Go Ahead and Plug It Into the Corporate Network

1Segment network access  

upon connection

2

3

4

Segment network access 

based on identity and role Check antivirus and           

OS patch level prior                

to network access

Full system interrogation

Enforce compliance              

prior to access

Un-Managed Devices

No Access

Managed Devices

Guest 
Network

Trusted 
Network
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Smartphone Tablet Device Laptop Home SystemDesktop

Virtualized Desktop

Å Optimized security specifically designed for virtualization 

Å Offloads antivirus processing overhead

Å ePO unifies management of physical and virtual security

Å Increased density yields higher ROI

Data Center Virtual Desktop Infrastructure

March 1, 2011

AVAVAVAVAV

AntivirusðMcAfee 

MOVE AV for VDI

Data Center Virtual Desktop Infrastructure

Virtual Desktop / From the Cloud / As a Service          
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McAfeeôs Security Solution for 

Consumer Technology

Consumerization of IT

Laptops and Desktops Virtualized DesktopsMobile Devices

Network Access  Control:  McAfee NAC Appliance / Network Security Platform

ManagedUn-Managed

McAfee MNAC,      
Suites, Encryption

McAfee 
MOVE VDI

Web Applications & DLP:   McAfee Firewall / Web Appliance / Network DLP

Security Infrastructure:   McAfee ePO, Endpoint, Network, Content, Compliance Portfolio 

McAfee 
EMM and WaveSecure

BYO
IT 

Issued
BYO

IT 
Issued
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